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Part 1: 

Answer the following questions by clearly circling the most appropriate answer { 1 point each) 

1 A ccess C ontrol mechanism 

a. Ensures the identity of an entity 
Enforces access rights to resources 
^ c Enables the selection of particular physical secure route 
d Enhances detection of security relevant events 


2 Which of the foWow r<g fc *^1 a '►ecur/ty mechanism as defined by X yfc 

fij Event Detection 
15 Digital Signature 
t Traffic padding ^ 
d Dau ' 

3 Implements the security poteres of the data processing systems and information transfers of an 
orgaguation 

z m » i , a . 

b Security mechanism 

c Security iMSU*. . 

d Security ytal .* 


4 What h the subkey sire in each round of 0ESj> 
a So bits .£S i < 

b) 48 bits 
c 32 bits 
64 bits 


S Which of the foMowtflf modes of operation is suitable for borsty_traffiC can do pigtel decryption 
of packets, suitable for hardware implementation, and is as secure as the others 

a . CTB ( Counter Mode) 

/ b ECB i Uectronic Codebook ) 
c. CFB ( Cipher Feedback ) 
d OF8 (Output Feedback ) 

6 What is the main component in a f eistel network that is responsible for 

a. The subkeys - w - . 

b : The swap operat*on 
/ c The Sbox 

d The initial permutation (IP) 

7 The most difficult attack is presented when afl that is available *** 

Ciphertext onfy ♦ 

/ b Known plaintext 
c Chosen plaintext 
d Statistical of plaintext 

8 A cipher that uses rail fence cipher followed by one time pad is 

a Autokey cipher 
|JRhB| Product cipher 
/ c Substitution cipher 
d Transposition cipher 


9 To which m A£S the avalaiKbejetfect can be mainly attributed 


:V) MixColumn Transformation 
b Addmundkcy transformation 
c BytrSubslitution transformation 
d Forward state substitution transformation 
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Q1 In cryptographic systems the type ot operations used for transforming plaintext to . 

based on two general principles Uil and define tl»e two principles 
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Qi Wnte the encryption equaton for RSA put>hc key algorithm 
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IV Traffic Analysis 
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The tower grid can »Nfl « etomeegt and thus the ahgnment <aj;^ the upper grid tw change (in 
circular tasNon) The upper gr to does not move Assume that ih nn 'o the three letter | OPM J. then 
the tower gr to sMts the letters until letter 0 aligns with number Y»n the upper gnd. and whatever 
letter n tn the piamteit a encrypted wtoh the letter ei the tower grid The nest totter « pla*nte»t n 
encrypted after afcgrung the tower gna with letter P aligned w»tti number 1, and the encryption «s 
done for the thed letter « ptamteto ts encrypted after aligning the lower gnd with totter M with 
number 1 Th« process s repeated for the «e*t three totters in the plaintext 
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Part 3: 

Q8 In the following diagram: 
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f ill In the diagram from the following keywords (la, R$. f. XOR. U K, J 
Write the equations to produce t s and R t for one round of DCS 
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Which stage if removed, the algorithm provides no security Rc*m\A * ( 
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Which stage is mainly responsible for permutation? 
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What is the rationale tehtnd the Byte substitution 
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What is the rationale behind the shift Row transformation 
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QM ;.. TCt> Pf ° ,OCO< h * connected oriented protocol that deals w»th a stream of messa*es 

^ that messages are recewed as sent *nth no duplication insertion 

rrv t tcation, r*Ofde*tf>R or replay Afhlch of the five security services is needed to assure none of 
the previous attacks occurred [ 1 - 
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Qll Assume ThU you h*ve <9 ch«p the? includes four DES units working tn* p*r*tlel Each OCSjljoII 
t*k*s one cicck cycle to complete one enc_ryp«*on How many clock cycles are needed using one 
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